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PROBLEM TO BE SOLVED: To provide a login individual 
authentication method, an authentication device and a recording 
medium, allowing authentication without requiring a users 
authentication information input action in login to a system, capable 
of certainly managing security, and stably collating and 
authenticating an individual from a users face image. 
SOLUTION: A photographing means 20 photographs the user's face 
image, and a two-dimensional face image generation means 12 
extracts characteristic points of a face to generate a two- 
dimensional face image. A measurement means 14 sets a base line 
and a calculation reference distance with respect to longitudinal and 
lateral axial lines of the face and calculates a ratio of distances to 
the respective characteristic points from the base line and the 
calculation reference distance to generate a plurality of face 
characteristic data. A collation means 1 6 collates the face 
characteristic data with previously stored face characteristic data in 
a face characteristic database, and an authentication means 18 
authenticates permission or rejection of the login to the user. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

CLAIMS 
[Claim(s)] 

[Claim 1] The log in personal-authentication approach of carrying out carrying out log in authentication, without 
photoing the user who is operating a log in to a system, extracting a features point from the image which carried out 
[ above-mentioned ] photography, collating the features point which has memorized beforehand about the user who 
is log in authorization or refusal, and the features point which extracted describing above, being as a result of [ the ] 
collating, constituting so that the log in authorization or the refusal to the above-mentioned user may attest, and 
making the above-mentioned user doing the input operation to log in authentication as the description. 
[Claim 2] The log in personal-authentication approach of photoing the user who is operating a log in to a system, 
extracting a features point from the image which carried out [ above-mentioned ] photography, collating the 
features point which has memorized beforehand about the user who is log in authorization or refusal, and the 
features point which extracted describing above, being as a result of [ the ] collating, attesting the log in 
authorization or the refusal to the above-mentioned user, and carrying out attesting the above-mentioned user for 
every fixed time amount as the description after carrying out log in authorization. 

[Claim 3] A photography means to photo the face image of the user who is operating the log in to a system, A 2- 
dimensional face image creation means to extract the component of a face from the photoed above-mentioned face 
image as a features point, and to create a 2-dimensional face image. Set up the axis in every direction used as the 
center of abbreviation of the created above-mentioned 2-dimensional face image, and it is related with each of this 
axis in every direction. Pass along the key feature point of the features points describing above, and a baseline 
parallel to the above-mentioned axis is set up. The distance from another key feature point of the features points 
describing above to the above-mentioned baseline is set up as a count criteria distance. The measurement means 
of the above-mentioned baseline to the features point describing above which calculates the ratio of the distance of 
until, and the above-mentioned count criteria distance, respectively, and is used as two or more face features data. 
A collating means to collate the face features data in the face features database beforehand memorized about the 
user who is log in authorization or refusal, and the measured above-mentioned face features data, Log in personal 
authentication equipment characterized by having an authentication means to attest the log in authorization or 
refusal to the above-mentioned user from the result which carried out [ above-mentioned ] collating. 
[Claim 4] The log in personal-authentication equipment according to claim 3 characterized by to keep the past 
measurement data in a measurement database, to compare the newly measured face features data with the face 
features data of the past in the above-mentioned measurement database, to have an amendment means amend the 
newly measured above-mentioned face features data, and to correct the above-mentioned face features database 
by the face features data which carried out [ above-mentioned ] amendment. 

[Claim 5] A 2-dimensional face image creation means to extract the component of a face from the photoed face 
image as a features point, and to create a 2-dimensional face image. An alignment means to amend so that the axis 
in every direction used as the center of abbreviation of the created above-mentioned 2-dimensional face image may 
be set up and this axis may become respectively vertical or horizontal. It is related with each of the axis of above- 
mentioned every direction. The key feature point of the features points describing above A passage. Set up a 
baseline parallel to the above-mentioned axis, and the distance from another key feature point of the features 
points describing above to the above-mentioned baseline is set up as a count criteria distance. The measurement 
means of the above-mentioned baseline to the features point describing above which calculates the ratio of the 
distance of until, and the above-mentioned count criteria distance, respectively, and is used as two or more face 
features data. The record medium which recorded the program for operating a computer as a collating means to 
collate the face features data in the face features database of the multiple user who has memorized beforehand, 
and the measured above-mentioned face features data and in which computer reading is possible. 
[Claim 6] A 2-dimensional face image creation means to extract the component of a face from the photoed face 
image as a features point, and to create a 2-dimensional face image, An alignment means to amend so that the axis 
in every direction used as the center of abbreviation of the created above-mentioned 2-dimensional face image may 
be set up and this axis may become respectively vertical or horizontal. It is related with each of the axis of above- 
mentioned every direction. The key feature point of the features points describing above A passage. Set up a 
baseline parallel to the above-mentioned axis, and the distance from another key feature point of the features 
points describing above to the above-mentioned baseline is set up as a count criteria distance. The measurement 
means of the above-mentioned baseline to the features point describing above which calculates the ratio of the 
distance of until, and the above-mentioned count criteria distance, respectively, and is used as two or more face 
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features data. The program for operating a computer as a collating means to collate the face features data in the 
face features database of the multiple user who has memorized beforehand, and the measured above-mentioned 
face features data. 



[Translation done.] 
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* * NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention makes input operation of the user for authentication unnecessary especially 
to the user who is going to log in to the system which consists of a network, a computer, etc. about the log in 
personal authentication approach of performing authentication of log in authorization or log in refusal. Moreover, it is 
related with the record medium which recorded the program for operating a computer as the log in personal 
authentication equipment which realizes this log in personal authentication approach, and this equipment and in 
which computer reading is possible. 
[0002] 

[Description of the Prior Art] In case the system which consists of a network, a computer, etc. is used through a 
terminal, a user has to perform first, the beginning of using, i.e.. a log in, of a terminal. In a system, authentication of 
log in authorization or log in refusal is performed to a user for nondisclosures, such as an unjust invasion to a 
system, and data. In order to collate conventionally the system which needs personal authentication with a users 
personal data registered beforehand, information inputs, such as ID, a password, a fingerprint for biometrics, and the 
iris (iris), are demanded each time at the time of a log in. 

[0003] Drawing 9 is the block diagram showing conventional log in personal authentication equipment. Generally this 
authentication equipment is used widely and performs authentication with the password entered by the keyboard. In 
drawing, in 1, alphanumeric data input functions, such as ID and a password, and 3 show the database for collating, 
and, as for a verification function and 2, 4 shows a log in judging function. A user enters ID and a password from the 
alphanumeric data input functions 2, such as a keyboard, when it logs in at the terminal of the system which 
consists of a network, a computer, etc. A verification function 1 collates the inputted contents and the data stored 
in the database 3 for collating. And a collating result is sent to the log in judging function 4, and it opts for log in 
authorization or refusal. 

[0004] Moreover, draw ing 10 is the block diagram showing another example of conventional log in personal 
authentication equipment This authentication equipment is based on biometrics. In drawing, 5 is a biological 
information reader and reads the living body-descriptions, such as a fingerprint, a voiceprint, and the iris, as an 
image or voice and temperature, and a color tone. A verification function 1 collates the contents read here and the 
data stored in the database 3 for collating. And a collating result is sent to the log in judging function 4, and it opts 
for log in authorization or refusal. 

[0005] On the other hand, from the face image which photoed the individual, by the image processing technique 
which performs a feature extraction and performs identification, in order to stabilize and attest, various technique is 
reported. For example, it is indicated that identification by the face image is carried out to stability by changing a 
three-dimension body into a depth map from a reference direction, and performing a feature extraction to JP,5- 
108804.A, Moreover, after a degree-of-separation filter extracts a focus candidate, it is indicated by JP, 9-251 534.A 
that it is stabilized and the focus can be extracted by performing the comparison with a template. Moreover, an 
edge extract is performed to face image data, and after making it binary, it is indicated by JP.1 0-283472,A that it is 
stabilized and the focus can be extracted by carrying out expansion processing and extracting the focus. 
[0006] 

[Problem(s) to be Solved by the Invention] The user had to enter ID. a password, etc. which are used for personal 
authentication with conventional log in personal authentication equipment at the time of a log in each time at the 
time of the beginning of using of a terminal, and was complicated. Moreover, since it becomes impossible to log in 
when a user forgets this ID and password or makes a mistake in an input, he keeps it by a memorandum etc. in 
many cases. However, this memorandum might be lost, or it might reveal to the 3rd person according to the theft 
etc., and needed to change periodically. Therefore, as a system side, modification of ID and a password or a 
recurrence line function was also required. Moreover, those who receive authentication also in the case of 
biometrics have to input intentionally the same data as the data registered in advance through the input device etc. 
for every log in, for example, a fingerprint, the iris, and a voiceprint. That is, the user needed to carry out being 
conscious of the input operation of the information for authentication, and was troublesome. 

[0007] Moreover, even when an authorized user leaves in the middle on a certain business by log in authentication 
while using a terminal, it may let things go in the condition [ that a terminal continues being under use without 
logging off, since the log in is complicated ]. Informational surreptitious use. and an unjust alteration and destruction 
might be carried out to this spare time by the outsider, and rt was a problem in respect of the security management. 
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[0008] Various reports are made in the image processing technique which performs a feature extraction and 
performs identification on the other hand from the face image which photoed the individual. However, the device 
from which the conventional image processing technique extracts the focus from a photography image is most, and 
performs a location and the normalization of size after a focus extract, and it is collating with the data memorized 
beforehand. For this reason, if it was the case where a photographic subject was photoed from the front, it could 
stabilize and attest, but when the distance and the include angle of a camera and a photographic subject were 
changed, there was a trouble that it could not attest correctly. 

[0009] This invention was made in order to cancel the above troubles, it can be attested, without making a user do 
authentication information input operation at the time of a log in to a system, loses the troublesomeness which 
memorizes or makes a note of ID or a password, and aims at obtaining the log in personal authentication approach 
with an unnecessary recurrence line function, the log in personal authentication equipment, and the record medium 
of authentication information. Moreover, when the user who did log in authorization authentication tries to leave a 
terminal front or other users try to use it, it aims at acquiring the log in personal authentication approach which 
recognizes it and can ensure a security management Moreover, a photograph is taken without urging the face image 
of the user who is going to log in to a user's attention, and it considers as authentication information, and aims at 
obtaining the log in personal authentication equipment and the record medium which are stabilized from this 
information, and an individual can collate and attest 
[0010] 

[Means for Solving the Problem] The log in personal authentication approach concerning this invention photos the 
user who is operating the log in to a system. Extract the features point from the image which carried out [ above- 
mentioned ] photography, and the features point beforehand memorized about the user who is log in authorization or 
refusal, and the extracted features point describing above are collated. It is characterized by performing log in 
authentication, without being as a result of [ the ] collating, constituting so that the log in authorization or refusal to 
the above-mentioned user may be attested, and making the above-mentioned user do input operation to log in 
authentication. 

[001 1] Moreover, the user who is operating a log in to a system photos, a features point extracts from the image 
which carried out [ above-mentioned ] photography, the features point which has memorized beforehand about the 
user who is log in authorization or refusal, and the features point which extracted describing above collate, it is as a 
result of [ the ] collating, and the log in authorization or the refusal to the above-mentioned user attests, and after 
carrying out log in authorization, it carries out attesting the above-mentioned user for every fixed time amount as 
the description. 

[0012] Moreover, the log in personal authentication equipment concerning this invention A photography means to 
photo the face image of the user who is operating the log in to a system, A 2-dimensional face image creation 
means to extract the component of a face from the photoed above-mentioned face image as a features point, and 
to create a 2-dimensional face image. Set up the axis in every direction used as the center of abbreviation of the 
created above-mentioned 2-dimensional face image, and it is related with each of this axis in every direction. Pass 
along the key feature point of the features points describing above, and a baseline parallel to the above-mentioned 
axis is set up. The distance from another key feature point of the features points describing above to the above- 
mentioned baseline is set up as a count criteria distance. The measurement means of the above-mentioned baseline 
to the features point describing above which calculates the ratio of the distance of until, and the above-mentioned 
count criteria distance, respectively, and is used as two or more face features data, A collating means to collate the 
face features data in the face features database beforehand memorized about the user who is log in authorization or 
refusal, and the measured above-mentioned face features data. It is characterized by having an authentication 
means to attest the log in authorization or refusal to the above-mentioned user from the result which carried out 
[ above-mentioned ] collating. 

[0013] Moreover, it is characterized by to keep the past measurement data in a measurement database, to compare 
the newly measured face features data with the face features data of the past in the above-mentioned 
measurement database, to have an amendment means amend the newly measured above-mentioned face features 
data, and to correct the above-mentioned face features database by the face features data which carried out 
[ above-mentioned ] amendment. 

[0014] Moreover, the record medium or program concerning this invention in which computer reading is possible A 
2-dimensional face image creation means to extract the component of a face from the photoed face image as a 
features point, and to create a 2-dimensional face image. An alignment means to amend so that the axis in every 
direction used as the center of abbreviation of the created above-mentioned 2-dimensional face image may be set 
up and this axis may become respectively vertical or horizontal, It is related with each of the axis of above- 
mentioned every direction. The key feature point of the features points describing above A passage. Set up a 
baseline parallel to the above-mentioned axis, and the distance from another key feature point of the features 
points describing above to the above-mentioned baseline is set up as a count criteria distance. The measurement 
means of the above-mentioned baseline to the features point describing above which calculates the ratio of the 
distance of until, and the above-mentioned count criteria distance, respectively, and is used as two or more face 
features data. As a collating means to collate the face features data in the face features database of the multiple 
user who has memorized beforehand, and the measured above-mentioned face features data, the program for 
operating a computer or a program is recorded. 
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[0015] 

[Embodiment of the Invention] Gestalt 1. drawing 1 of operation is the block diagram showing the log in personal 
authentication equipment which is the gestalt 1 of implementation of this invention. In drawing, 11 is an image 
acquisition circuit and 12 is a 2 -dimensional face image creation means. For example, a mapping circuit and 13 are 
alignment means, for example, an alignment circuit and 14 are measurement means. For example, as for a parameter 
measurement circuit and 15, a collating list creation circuit and 16 are collating means. For example, it is a 
photography means by which an initial-data generation circuit and 18 are authentication means as for a correlation 
circuit and 1 7, for example, an authentication circuit, the face features database which stores the face features 
[ that 19 is collating data ] data, and 20 photo a users face image, for example, is the attached camera of a system. 
The image acquisition circuit 1 1 is a signal transformation circuit between a camera 20 and a computer. The 
mapping circuit 12, the alignment circuit 13, the parameter measurement circuit 14, the collating list creation circuit 
15, the correlation circuit 16, the initial-data generation circuit 17, and the authentication circuit 18 are realizing 
each function by the program of a computer, for example. Moreover, the face features database 19 is the store 
connected to the system, for example, is a disk. Moreover, cameras 20 are visible [ by for example the population 
retina chip or the micro CCD camera ], infrared image pick-up equipment etc., and they are attached so that it may 
not be conspicuous to the terminal with which a user logs in. 

[0016] Next, the actuation in the gestalt 1 of operation is explained. The face image of the user who is operating the 
log in to a system is photoed with a camera 20. This photoed face image information is changed into the digital 
electrical signal which can be processed by computer by the image acquisition circuit 11. Then, mapping processing 
is performed in the mapping circuit 1 2, the component of a face, for example, an eye, eyebrows, a nose, a lug, 
opening, the top of the head, a jaw, etc. are extracted from the photoed face image as a features point, and a 2- 
dimensional face image is created. An example of the 2-dimensional face image created here is shown in drawing 2 
(a). 

[0017] Next, electronic alignment processing is performed in a 2-dimensional face image in the alignment circuit 13. 
Alignment processing is amending the image shaft of a photographic subject so that it may become the image 
always photoed from the transverse plane. Drawing 2 is an explanatory view explaining alignment processing. 
Drawing 2 (a) is a two-dimensional face image before alignment processing, makes a x axis the axis of abscissa used 
as the center of abbreviation, and sets up the axis of both directions by making an axis of ordinate into the y-axis. 
In this case, the line which passes along the lower limit of both lugs, for example was made into the x axis, and the 
line which passes along nasal muscle is set up as the y-axis. And if a x axis amends the inclination of a shaft in the 
direction of an arrow head horizontally, respectively so that the y-axis may become perpendicular, the 2- 
dimensional face image shown in drawing 2 (b) will be obtained. That is, the two-dimensional face image of a 
photographic subject is amended by the condition of an aspect 0 about an axis of ordinate and an axis of abscissa 
by alignment processing. 

[0018] Next, the location of two or more features points beforehand set up from the face image which alignment 
processing completed is measured, respectively, and it considers as the face features data in the parameter 
measurement circuit 14. This processing is made about each of the x axis which is an axis in every direction, and 
the y-axis. The flow chart and explanatory view in which drawing 3 and drawing 4 show the measurement approach 
of a y-axis parameter, drawing 5 , and drawing 6 are the flow charts and explanatory views showing the 
measurement approach of a x-axis parameter. First, the measurement approach of a y-axis parameter is explained 
about drawing 3 and drawing 4 . It passes along the lower limit of the jaw which is one with the main features point 
extracted from a 2-dimensional face image, and a line parallel to a x axis is set up as baseline AX-BX (step S31). At 
step S32, along with the y-axis, the parallel displacement of baseline AX-BX is carried out to above, and it asks for 
the y-coordinate of each features point. As an example, line a-b of pVawing_4 shows what carried out the parallel 
displacement of baseline AX-BX to the upper limit of a lug. Distance of line a-b and baseline AX-BX is made into 
the measurement distance of a y-coordinate (step S33). It can consider absolutely that this measurement distance 
is distance, for example, it changes according to fluctuation of the distance of a camera and a photographic subject. 
At step S34, the distance to the line which touches the top of the head which is one with the main features point 
from baseline AX-BX is set up as a count criteria distance (RY). And in quest of the ratio of the measurement 
distance of the y-coordinate of each features point and count criteria distance (RY), it considers as the parameter 
of the y-axis at step S35. That is, the bottom type 1 is calculated. 

Y-axis parameter = the distance / count criteria distance of the y-coordinate of each features point (RY) .. (1) 
[0019] Next, the measurement approach of a x-axis parameter is explained about drawing 5 and drawing 6 . The 
right or left described here is the right or left toward drawing. A line parallel to the y-axis is set up as baseline AY- 
BY through the left ear edge which is one with the main features point extracted from a 2-dimensional face image 
(step S41). At step S42, the parallel displacement of baseline AY-BY is carried out rightward along a x axis, and it 
asks for the x-coordinate of each features point As an example, line a-b of draw ing 6 shows what carried out the 
parallel displacement of baseline AX-BY to the right end of a right eyebrow. Distance of line a-b and baseline AY- 
BY is made into the measurement distance of an x-coordinate (step S43). It can consider absolutely that this 
measurement distance is distance, for example, it changes according to fluctuation of the distance of a camera and 
a photographic subject. At step S44, the distance from baseline AY-BY to the face center line which is one with the 
main features point is set up as a count criteria distance (RX). And in quest of the ratio of the measurement 
distance of the x-coordinate of each features point and count criteria distance (RX), it considers as the parameter 
of a x axis at step S45. That is, the bottom type 2 is calculated. 
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X-axis parameter = the distance / count criteria distance of the x-coordinate of each features point (RX) .. (2) 
[0020] Since the y-axis parameter and x-axis parameter for which it asked by the formula 1 and the formula 2 have 
calculated the ratio with count criteria distance (RX, RY). they show each relative distance of the features point of 
a face image. Since the relative position of the features point has the description of not changing even if an angle 
error occurs between a camera and a photographic subject at the time of the property in which neither people's 
eyes nor the relative position of opening changes even if it changes the distance of a camera and a photographic 
subject, and image information acquisition, face image data, then each user s original features will be described for 
the relative distance. 

[0021] Next, the collating parameter list about the user who is going to operate the log in to a system now by the 
collating list creation circuit 15 using the parameter of the y-axis for which it asked by the formula 1 and the 
formula 2, and a x axis is created. Drawing 7 (a) is the explanatory view showing an example of a collating parameter 
list. Point in this list xa and xb..xn are the features points set up beforehand, and the numeric value of each point 
shows the relative distance in the x axis or the y-axis of that features point. Immediately after creating a collating 
parameter list in the collating list creation circuit 15, it is Point, x of the face features data of the user who is going 
to log in only to the column of xa and each features point of xb..xn, and a y-axis parameter are set up, and the 
column of a name or an agreement point number has not set up yet 

[0022] A correlation circuit 16 carries out comparison collating with the parameter list for collating of the face 
features data in which the collating parameter (collating data constellation) of the collating parameter list created in 
the collating list creation circuit 15 is stored by the face features database 19. An example of the parameter list for 
collating beforehand stored in the face features database 19 is shown in drawing 7 (b). This parameter list for 
collating is beforehand generated by the initial-data generation circuit 17, and that configuration is almost the same 
as that of the collating parameter list created in the collating list creation circuit 15. The features point Point which 
a user's name by which authentication authorization is carried out and user set up beforehand Consisting of xa and 
xb..xn, the numeric value of each point shows the relative distance in the x axis or the y-axis of the features point. 
A correlation circuit 16 is each features point Point of draw[ng_7 R> 7 (a) and drawing _7 (b). The numeric value of xa 
and xb..xn is compared, respectively and the name and agreement point number of users with many congruous 
numeric values are set as the collating parameter list of drawing 7 (a) as user candidate data. The authentication 
circuit 18 attests log in authorization or refusal of the user who is operating the log in to a system according to the 
agreement point number of these parameter lists for collating. 

[0023] Initial-data generation circuit 17, A new users data are stored in the face features database 19. The face 
features database 19 saves the data about the user who permits log in authentication, and needs the input of 
information required for construction of databases, such as a proper noun of the same user as the conventional 
authentication method, with each user's face features data in this processing at the time of database storing. And 
the parameter list for collating shown in drawing 7 (b) is created from the inputted information. 

[0024] By fluctuating the count (sample takeoff point) of the face features data, authentication precision can be set 
as arbitration. Namely, the features point Point of dra wing 7 (a) and (b) If the number of xa and xb..xn is increased, 
authentication precision goes up, and if it reduces, authentication precision will fall. However, although precision will 
improve if a count is increased, the processing time of authentication becomes long. 

[0025] With the gestalt of this operation, in order to photo the user who is operating the log in with the camera 20 
installed so that it might not be conspicuous and to perform log in authorization or log in refusal, a user does not 
have to do input operation to log in authentication. For this reason, whenever it logs in like before, the 
troublesomeness which inputs ID, a password, and biological information as authentication information can be lost. 
Moreover, like [ in the case of ID or a password ] in authentication information, a user does not need to keep or 
memorize and does not need to change this periodically. Moreover, a photograph is taken without urging the face 
image of the user who is going to log in especially to a user's attention, and it is considering as authentication 
information. Since a user is not made conscious at the time of authentication, the class of authentication 
information and the acquisition approach of authentication information cannot be in sight from the outside, but high 
integrity can be maintained, and a reliable security management can be performed. Furthermore, with the gestalt of 
this operation, the relative distance of the features point extracted from the face image is made into face image 
data, and it is considering as the collating data for specifying an individual. For this reason, not only when a 
photograph is taken from the front, but when it changes the distance and the include angle of a camera 20 and a 
photographic subject, a user can be attested correctly. 

[0026] Gestalt 2. drawing 8 of operation is the block diagram showing the log in personal authentication equipment 
by the gestalt 2 of implementation of this invention. In drawing, 21 is an amendment means, for example, an 
amendment circuit and 22 are measurement databases which keep the face description data measured in the past. 
In other each part, they are the same sign [ as drawin g 1 ] same, or a considerable part. Moreover, since the main 
actuation is the same as that of the gestalt 1 of operation, explanation is omitted, and only the actuation about the 
amendment circuit 21 and the measurement database 22 is explained. 

[0027] The amendment circuit 21 performs optimization processing of a measurement error with error optimization 
processing algorithms, such as the Kalman filter, etc., and raises the collating precision in authentication. After the 
collating parameter list created in the collating list creation circuit 15 is collated by the correlation circuit 16, it is 
compared with the past measurement data by the measurement database 21 saved by the amendment circuit 21. 
The compared result is computed as amendment data. This amendment data is sent to the face features database 
19. and corrects the parameter list for collating. 
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[0028] A face image will change with secular change by the hairstyle, the method of makeup, the alignment of teeth, 
etc. again. For this reason, a certain extent can be attested by amending with reference to the past measurement 
data, taking that change into consideration. Moreover, collating precision can be improved by amending the face 
features database 19 and making the change reflect in the parameter list for collating in a database 19 with 
amendment data. 

[0029] Furthermore, with the gestatt of this operation, processing after photoing a user's face image until it attests 
is repeatedly performed also after log in authorization 30 minutes - every [ every time amount of the arbitration 
which the system administrator set up. and ] several hours. This authentication performed repeatedly is ended when 
the terminal which that user is using is logged off. 

[0030] Log in authorization is carried out on a certain business, and the user who is using a terminal may interrupt 
and leave use of a terminal. Since it lets things go in the condition [ that a terminal continues being under use 
without logging off especially, since log in actuation is complicated ], informational surreptitious use, and an unjust 
alteration and destruction may be carried out to this spare time by the outsider. With the gestalt of this operation, 
use of that terminal is limited only to the user as for whom after log in authentication did authentication 
authorization by attesting repeatedly for every fixed time amount. For this reason, other users can prevent the 
unlawful access action which uses that terminal, and can raise the safety of a system further. 
[0031] 

[Effect of the Invention] As explained above, according to the log in personal authentication approach of this 
invention, the user who is operating the log in to a system is photoed. Extract the features point from the image 
which carried out [ above-mentioned ] photography, and the features point beforehand memorized about the user 
who is log in authorization or refusal, and the extracted features point describing above are collated. By performing 
log in authentication, without being as a result of [ the ] collating, constituting so that the log in authorization or 
refusal to the above-mentioned user may be attested, and making the above-mentioned user do input operation to 
log in authentication A security management reliable [ not carrying out complicated log in actuation, either ] can be 
performed. 

[0032] Moreover, according to the log in personal authentication approach of this invention, the user who is 
operating the log in to a system is photoed. Extract the features point from the image which carried out [ above- 
mentioned ] photography, and the features point beforehand memorized about the user who is log in authorization or 
refusal, and the extracted features point describing above are collated. Are as a result of [ the ] collating, attest the 
log in authorization or refusal to the above-mentioned user, and after carrying out log in authorization, by attesting 
the above-mentioned user for every fixed time amount While being able to perform a security management reliable 
[ not carrying out complicated log in actuation, either ], the safety of a system can be further raised by limiting use 
of the terminal only to the user as for whom after log in authentication did authentication authorization. 
[0033] Moreover, a photography means to photo the face image of the user who is operating the log in to a system 
according to the log in personal authentication equipment of this invention, A 2-dimensional face image creation 
means to extract the component of a face from the photoed above-mentioned face image as a features point, and 
to create a 2-dimensional face image. Set up the axis in every direction used as the center of abbreviation of the 
created above-mentioned 2-dimensional face image, and it is related with each of this axis in every direction. Pass 
along the key feature point of the features points describing above, and a baseline parallel to the above-mentioned 
axis is set up. The distance from another key feature point of the features points describing above to the above- 
mentioned baseline is set up as a count criteria distance. The measurement means of the above-mentioned baseline 
to the features point describing above which calculates the ratio of the distance of until, and the above-mentioned 
count criteria distance, respectively, and is used as two or more face features data, A collating means to collate the 
face features data in the face features database beforehand memorized about the user who is log in authorization or 
refusal, and the measured above-mentioned face features data. By having had an authentication means to attest 
the log in authorization or refusal to the above-mentioned user from the result which carried out [ above- 
mentioned ] collating A security management reliable [ not carrying out complicated log in actuation, either ] can be 
performed, and not only when a photograph is further taken from the front, but when it changes distance and include 
angle of a photography means and a user, a user can be attested correctly. 

[0034] According to the log in personal-authentication equipment of this invention, the past measurement data keep 
in a measurement database further again, the face features data which newly measured can compare with the face 
features data of the past in the above-mentioned measurement database, it can have an amendment means amend 
the above-mentioned face features data which newly measured, and authentication precision can raise by correcting 
the above-mentioned face features database with the face features data which carried out [ above-mentioned ] 
amendment 

[0035] Moreover, according to the record medium or program of this invention in which computer reading is possible 
A 2-dimensional face image creation means to extract the component of a face from the photoed face image as a 
features point, and to create a 2-dimensional face image. An alignment means to amend so that the axis in every 
direction used as the center of abbreviation of the created above-mentioned 2-dimensional face image may be set 
up and this axis may become respectively vertical or horizontal. It is related with each of the axis of above- 
mentioned every direction. The key feature point of the features points describing above A passage, Set up a 
baseline parallel to the above-mentioned axis, and the distance from another key feature point of the features 
points describing above to the above-mentioned baseline is set up as a count criteria distance. The measurement 
means of the above-mentioned baseline to the features point describing above which calculates the ratio of the 
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distance of until, and the above-mentioned count criteria distance, respectively, and is used as two or more face 
features data, By having recorded the program for operating a computer as a collating means to collate the face 
features data in the face features database of the multiple user who has memorized beforehand, and the measured 
above-mentioned face features data Not only when a photograph is taken from the front, but when it changes 
distance and include angle of a photography means and a user, a user can be attested correctly. 

[Translation done.] 



http://www4.ipdl. ncipi.gojp/cgi-bin/tran^web.cgi_ejje 



2006/05/01 



. JP,2003-067339,A [DESCRIPTION OF DRAWINGS] 1/1 ^ — v 



* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

"I.This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the log in personal authentication equipment by the gestalt 1 of 
implementation of this invention. 

[Drawing 2] It is the explanatory view showing the alignment processing concerning the gestalt 1 of operation. 
[Drawing 3] It is the flow chart which shows measurement processing of the y-axis parameter concerning the 
gestalt 1 of operation. 

[Drawing 4] It is the explanatory view showing measurement processing of the y-axis parameter concerning the 
gestalt 1 of operation. 

[Drawing 5] It is the flow chart which shows measurement processing of the x-axis parameter concerning the 
gestalt 1 of operation. 

tS^^iOfiJfl. ft is the explanatory view showing measurement processing of the x-axis parameter concerning the 
gestalt 1 of operation. 

[Drawing 7] It is the explanatory view showing the parameter list for collating concerning the gestalt 1 of operation. 
[Drawing 8] It is the block diagram showing the log in personal authentication equipment by the gestalt 2 of 
implementation of this invention. 

[Drawing 9] It is the block diagram showing conventional log in personal authentication equipment. 
[Drawing 10] It is the block diagram showing another example of conventional log in personal authentication 
equipment 

[Description of Notations] 

12 2-dimensional Face Image Creation Means 13 Alignment Means 

14 Measurement Means 16 Collating Means 

18 Authentication Means 19 The Face Features Database 

20 Photography Means 21 Amendment Means 

22 Measurement database. 

[Translation done.] 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

DRAWINGS 
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